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Summary: Countries define critical
infrastructure in their own way, having
certain similar attitudes, but also
differences depending on the general
level of development, the level of
development and the general condition
of infrastructure, budgetary possibilities,
etc. Also, there are different
approaches to risk assessment,
protection methods and management
practices in general. The paper
presents an analysis of the existing
legislation on critical infrastructure in
the Republic of Serbia, as well as
performs comparison with the legal
practice in the region and the European
Union.
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1. INTRODUCTION

Crises and emergencies occur in
everyday life; with the development of
society, the sources, forms of their
occurrence, as well as the loss of

human lives, accompanied by
enormous material damage,
increase. A dynamic  environment

always brings new risks and
challenges, and they constantly remind

Pe3ume: [IpxaBe geduHULLY KPUTUHHY
WHAPACTPYKTYpy Ha  CBOj  Ha4uH,
umajyhm oppeheHe cnvyHe CcTaBoBE,
anM U1 pasnuke Yy 3aBUCHOCTU 0f
onwiTer HMBOA pasBoja, HMBOA pasBoja
M onwTer crawa MWHAPACTPYKType,
OyileTckux MmoryhHoctn, wuta. Takohe,
nocToje pasnuMyuTu NPUCTYNU NPOLEHU
pusvka, Metogama 3alTuTe U npakcu
ynpaerbaka yonwTe. Y pagy je
npeacraesrbeHa aHanm3a nocrtojeher
3aKkoHoJaBcTBa o KPUTWUYHO]
UHdpacTpyktypu y Peny6nuum Cpbujn,
Kao u ynopefhere ca npaBHOM MpakcomM
y perviony n Esponckoj YHuju.

KrbyuHe peuum: KpUTHYHA
UHPACTPYKTYpPa, 3aKOHOAABCTBO,
npoueHa pu3uka, 3alTuTa,
ynpaerbare

1. yBOA

Y CBakOAHEBHOM >XMBOTY Ce jaBrbajy
Kpuse W BaHpegHe cwuTyauumje; ca
passojeM pgpywTBa ce mnosehasajy
n3BOpW, OBNUUU HUXOBOr jaBrbahsa,
Kao ¥ rybuum JbYACKMX XKMBOTA,
npaheHn OrpoMHMM  MaTepujanHum
wretama.  [vHaMWYHO  OKpyXere
[OHOCK YBeK HOBe pusuke U 13asose,
Koju Hac ctanHo nopcehajy Ha noTpeby
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us of the need for the continuous
operation of critical infrastructure.
Critical infrastructure refers to the
resources that are necessary for the
functioning of the state and its
citizens. It includes physical facilities,
supply chains, technologies, and
information networks that due to
destruction, damage or disruption
become inaccessible in a certain
period, and affect the social or
economic conditions of society, as well
as the ability to ensure national defense
and security.

Changes and instabilities in systems
are transmitted to all of humanity, so
critical infrastructures are regionally
connected. The security and stability of
countries are increasingly relying on
international cooperation, and this
should be even more reliable within the
European Union (EU).

When it comes to protecting critical
infrastructure, the common goal of all
states is to build an adequate
mechanism that will prevent the
creation of conditions that can lead to
the failure of certain infrastructure due
to an accident or any type of attack.
The effects of major breakdowns and
infrastructure failures in one state can
be transferred to other neighboring
states, especially when it comes to
transport.  Practically every day,
individual elements of the system or the
system as a whole can be disrupted. In
order to reduce the negative impacts,
as well as interruptions in their work, a
system of protection and rescue is
being created, which would have to
adequately respond to the threat to
critical national resources, which
includes transport infrastructure. An
efficient system of critical infrastructure
protection creates preconditions for the
normal and uninterrupted functioning of
the state and society.

A key factor in reducing the risk of
threats and increasing the protection of
critical infrastructure is in establishing a
comprehensive approach, constructive
cooperation, based on a common

HenpekngHor byHKLUMOHNCaHa
KPUTUYHE UHppacTpyKType.

KputnyHa unHdppacTpyktypa ce ogHocu
Ha pecypce KOju Cy HeOonxodHu 3a
byHKUMOHUCAE ApXKaBe W HeHUX
rpahaHa. Obyxeata du3nyke objekTe,
cucteme cHabpeBana, TexHonoruje u
nHdOpMaLUmMoHe Mpexe Koje ycneq
YHULWTEHA, owTehewa wunm npeknaa
nocTtajy HegoctynHe Yy opgpeheHom
nepuoay, Te yTuyy Ha couujanHe unu
€KOHOMCKe Yycrose [ApyliTea, Kao wu
MoryhHOCT ocurypawa HauuoHanHe
onb6paHe n 6e3begHoCTU.

MpomeHe un HecTtabunHocT Y
cMcTeMMMa ce NMPeHoce Ha KOMMMETHO
YOBEYaHCTBO, na je KpUTUYHAa
MHAPACTPYKTYpa HYXHO WU PErMOHarnHo
nosesaHa. be3begHocT M crTabunHocT
OpxaBa Ce CBe BMLE oOcnawa Ha
MehyHapogHy capagtwky M TO  6m
Tpebano 6uTK jow noysgaHuje y oKBMpy
Esponcke yHuje (EY).

Kaga je y nutamwy 3awTnta KpuTUYHE

WHMPACTPYKTYpe,  3ajeQHVYKM  LUWib
CBUX npxaBa jecte narpagh-a
agjekBaTHOr  MmexaHusama  koju  he

CnpeynTn CcTBapare ycrioBa Koju mory
OOBECT [0 OTKasvBaka oppefeHe
nHppacTpykType ycnen Hekor
wHUMgeHta wnu 6uno koje BpcTe
Hanaga.

Edbektn BENMKNX KBapoBa n
OTKasuBara WMHMPaCcTPyKType y jenHoj
OpXaBu MOry ce MpeHeTu Ha apyre
cycefHe OpxaBe, a NoOroToBo kada je
caobpahaj y nuTtamwy. [lpakTnyHo
CBaKOOHEBHO mMoxe  gohwu no
HapyluaBata enemMeHaTa cuctema unm
ymTaeor cuctema. Kako 61 ce cmarunm
HeraTMBHW yTULAjK, Kao W Npekuau y
HUXOBOM pagy, CTBapa ce CuUTem
3aWTMTe M cnacaBara, Koju 6y Ha
apekBaTaH HayuMH  OArOBOPUO  Ha

npeTe  KPUTUYHMM  HaUWOHanHUM
pecypcuma, LITO yKIbyYyje n
caobpahajHy WUHPacTpyKTypy.

EdukacaH cuctem 3awiTute KpUTUYHE
nHdpacTpykType cTBapa npegycrnose
3a HOpMarnHo " HecMeTaHo
dyHKUMOHUCae ApXaBe 1 ApyLITBa.

KrbyuyHu daktop y cmarbery pusmka
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regulatory  environment, standards,
mutual trust, training, research and
development, and information
exchange.

In recent years, the Republic of Serbia
has been making significant efforts to
create an integrated protection and
rescue system that would adequately
respond to the conditions  of
endangerment, primarily of human
lives, but also of critical national
resources. The adoption of the Law on
Critical Infrastructure [1], which is
harmonized with the elements of the
European Council Directive
2008/114/EC  [2], represents an
important step of the Republic of Serbia
on the path to European integration.

2. CRITICAL INFRASTRUCTURE

The consequences of  different
observations of security threats and
risks, differences in geographical,
historical, and socio-political factors
lead to different definitions of the
concept of critical infrastructure [3].
However, it can be concluded that
critical  infrastructure includes  all
facilities and systems, whose inactivity
or limited use causes social crises
situations or even poses a threat to
peace and security.

Each country has a definition for critical
infrastructure, but they have certain
similar  attitudes and differences
depending on the general level of
development, the level of development
and the general condition of
infrastructure, budgetary possibilities,
etc. Critical  infrastructure  includes
elements that are essential for the
normal functioning of human society.
The problem with critical infrastructure
is highly interdependent between
different sectors. Just as there is no
generally accepted definition of critical

yrpoxaBarka W mnoeehawa 3alTUTE
KPpUTUYHE MHPACTPYyKType jecTe y

ycnocTaBrbamy cBeobyxBaTHOr
npucTyna, KOHCTPYKTMBHE capaghe,
3acHoBaHe Ha 3ajeaHNYKOM
perynaTtopHomM OKpYXehY,

cTaHOapavma, y3ajamHOM MOoBepebY,
obyun, uWCTpaxuBawy W pas3Bojy W
pasmMeHu nHdopmauuja.

Mocnepntbux roguHa Penybnuvka Cpbuja
ynaxe 3HayajHe Hamnope y cTBapamy
WHTErpnucaHor cucrtema 3awitnmte w
cnacaBata  Koju  OM  agekBaTHO
O4roBOpMO W YyCroBMMa Yyrpoxasaw-a,
npe cBera JbyACKUX XMBOTaA, ann u
KPUTUYHUX  HauMoHarHux  pecypca.
YcBajalbem  3akoHa O KPUTWUYHO]
WHppacTpykTypu [1], Koju je ycknaheH
ca enemeHtuma [Adupektnee EBponckor
Caseta 2008/114/EC [2], npeacTaBrba
BaaH kopak Penybnuke Cpbuje Ha
nyTy eBPOMNCKUX MHTerpaumja.

2. KPUTUYHA UHOPACTPYKTYPA

lMocneguue pasnMuMTUX nocmaTtpana
0e36edHOCHMX MpeTkn U pusuka,
pasnuke y reorpadCckum, NCTOPUjCKNM
W OPYLUTBEHO-MONMUTMYKUM hakTopuma
gosode OO0  pasnUuUMTMX  HauvHa
nedurHucama nojma KpUTUYHE
uHdppactpyktype [3]. Mehytum, moxe
ce 3aKIby4mTH na KpUTUYHA
WH(pacCTpyKTypa nogpa3ymeBa CBe
0o6jekTe M cucteme, uuja HeakTUBOCT
Unu orpaHnyeHa ynotpeba npoyspokyje
cuTyauuje OpyLUTBEHE KpU3e WM Yak
npenocraBkba MNpeTwy N0 MUP U
6e3beqHoCT.

CBaka pgpxaBa uma geduHuuMjyy 3a
KPUTUYHY WMHPaCTPYKTYpY, anv umajy
ogpeheHe CNnnyHe cTaBoBe "
pasnUYMTOCTM Y 3aBMCHOCTU O OMLUTer
HMBOa pasBoja, HWBOA passoja W
onwiTer  crawa WH(PACTPYKTYpE,
Oyuerckux moryhHoctn uta. KputudHa
WH(PACTPYKTYypa YKIbydyje enemMeHTe
Kojuy ¢y OuTHM 3a  HOpMmarHo
PyHKUMOHMCaHE IbyACKOr ApYLUTBA.
Mpobnem ca KPUTUYHOM
WHPacTpyKTypoM je Yy  BEmnuKoj
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infrastructure, this also applies to
critical infrastructure  sectors. The
identification and determination of
critical infrastructure for the following
sectors are most often performed:
energy, transport, finance, health, water
and food supply, telecommunication
and information technologies,
environmental protection, functioning of
state bodies. Due to the establishment
of protection programs,
interdependence between critical
infrastructure sectors must be taken
into account (Figure 1) [4]. Disruptions
within one infrastructure are easily
transmitted to other infrastructures.

Communications

End™—
“office

Water

Reservoir

Banking &
Finance

Check
processing
center

Federal

Compressor
station

MeRNY3aBMCHOCTU PasnMYUTUX CeKTopa.
Kao wwTo He noctoju onwTenpuxeaheHa
neuHuymja KpUTN4HE
WH(ppacTpyKkType, TO Takohe Baxu n 3a
CEKTOpe KPUTMYHE WHAPACTPYKTYype.
Hajyewnhe ce obaBrea naeHTMdmMKaumja
" onpehusarse KPUTUYHE
WHMPaCTPyKType 3a crnegehe cektope:
eHepreTuka, caobpahaj, duHaHcuje,
30paBCcTBO, cHabaeBawe BOAOM W
XpaHoM, TenekoMyHuKaLMoHe "
WHpOpMaLMOHe TexHornoruje, 3awTuta
XMBOTHE cpeavHe, QYHKLMOHMCae
OpXKaBHUX opraHa. 36or
ycrocTaBrbaka 3alITUTUHKUX Nporpama
Mopa ce y3eTun y 063mp mehysaBncHoOCT
meny cekTopuma KPUTUYHE
uHoppactpyktype (Cnuka 1)  [4].
Mopemehaju y okeBupy jeoHe BpcTe
WMH(PaCTPyKType ce Nnako npeHoce Ha
apyre BpcTe nHdpacTpyKType.

Electric
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Substation

Transportation

E[mergency
,ery Emergency

Services
Fire
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Government
Services
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Cnuka 1 - MehysaBucHocT uamehy pasnnuntux Bpcta KpuTuyiHe MHApacTpykType [4]
Figure 1 - Interdependence between different types of critical infrastructure [4]

Critical infrastructure protection is “all
activities aimed at ensuring the
functionality, business continuity and
integrity of critical infrastructure in
order to prevent threats, risks or
weaknesses, as well as to limit and
neutralize their effects, and to quickly
rebuild this infrastructure in a case of
malfunction, attack and other
events disrupting its proper
functioning* [5].

The basic principle of protection is
based on the current assessment of

3awTnta KpUTUYHE MHAPaCTPyKType
npeTnoctaerba ,CBE aKTMBHOCTU Koje
nmajy 3a uare  pga obesbene
YHKLMOHAMHOCT, KOHTUHYMTET
rnocrnoBaka W WHTErpuTeT KpUTUYHE
NHAPaCTPyKType kako 6u ce cnpeunne
npetwe, pu3nun unu cnaboctu, kao u
aa 6m ce orpaHuuunu n
HeyTpanu3oBanu knxoBu edekTn, Te aa
ce oBa MHdpacTpykTypa 6p30 obHOBK Y
cnyyajy Ksapa, Hanaga W Apyrux
porafaja  Koju  HapywaBsajy  HeHO
npaBuiHO yHKUUOHNCaHe* [5].
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whether the state is in danger, i.e. on
the assessment of threats [6]. Due to
the growing risk of vulnerability and
exclusion from the regular operation, it
is necessary, for each system
individually, to provide appropriate
measures. With regard to critical
infrastructure protection measures, all
states must establish certain
procedures, the order of which is:

- identification of critical infrastructure,

- making of critical infrastructure map,

- exchange of information,

- training of personnel engaged in jobs
and tasks in critical infrastructure
systems,

- training of critical infrastructure
protection systems or recovery in
case of crisis or emergency.

The protection of critical infrastructure

is growing, which is why large funds

are being invested in it. Figure 2

shows the consumption of different

countries in the world related to the
protection of critical infrastructure for

2008 and 2018, in hillions of dollars [7].
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OCHOBHM NPVHUMN 3alITUTE Ce 3acHWBa
Ha TPEHYTHOj NPoLleHN Aa nu je apxasa
y OnacHoCTW, OAHOCHO Ha NpOLEeHU
npetn [6]. 36or cee Beher pusuka
NOBPEArbMBOCTM U UCKIby4MBawa U3
penoBHOr yHKLMOHMCaHa NoTpebHo je,
3a CBaKu CUCTEM nojeanHayHo,
npeasuaetM ogrosapajyhe wmepe. Y
nornegy Mepa 3aWTUTe  KPUTUYHE
nHdpPaCTPyKType CBe ApxaBe Mopajy Aa
yTBpAe oapeheHe nocTynke, uujn je
pepocnen:

- ngeHTudmKauvja
WHppacTpyKType,

- n3paga mana
WH(pacTpyKType,

- pasmeHa nHdopmauuja,
- ocrnocobrbaBare ocobrba
aHraHXoBaHUX Ha nocnoBnma 7]
3ajauyMa y CcucTeMUMa  KpUTUYHE
WH(pacTpyKType,

- yBexxbaBawe cuctema 3a 3awTuTy
KPUTNYHE WHpPacTpyKType unm
onopaBak y Cryyajy Kpu3He unu
BaHpegHe cuTyauuje.

3awTtuta KpUTUYHE WHMPAaCTPYKType
cBe BuLIe y3uma obum, na ce n ynaxy
Benuka cpeacTea y Ty cepxy. Ha Cnvum
2 cy npencraBrbeHa ynarawa
pasnmMuMTuX 3emarba CBeTa koja ce
ofHoce Ha 3awTnTy KpUTUYHE
uHdppacTpyktype 3a 2008. wn 2018.
rogviHy, y munujapgama gonapa [7].

KpUTUYHE

KPUTUYHE

993

2008 =2018

Cnuka 2 - Ynarawa y 3alTuTy KpuTudHe nHdpactpyktype (munujapae $) [7]
Figure 2 - Consumption to the protection of critical infrastructure ($ billion) [7]
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3. LEGISLATION OF CRITICAL
INFRASTRUCTURE IN THE
REPUBLIC OF SERBIA AND THE
REGION

All  countries are aware of how
important the protection of critical
infrastructure is, however, despite
different understandings, there is an
awareness of a group of common
issues, but there is a problem due to
lack of resources and competencies
[6]. By country, regulations vary, but
they must also be harmonized. The
problem of one country can significantly
affect the critical infrastructure of
another neighboring country, as well as
members of the EU. The problem
occurs in developing countries due to a
lack of resources.

The Law on Critical Infrastructure [1] in
the Republic of Serbia is valid from
November 2018, which regulates the
national and European critical
infrastructure, identification and
determination of critical infrastructure of
the Republic of Serbia, critical
infrastructure protection, competence
and responsibility of bodies and
organizations in the field of critical

infrastructure and information,
reporting, decision support, data
protection, management and

surveillance in the field of critical
infrastructure [1].

The drafting of the Law on Critical
Infrastructure comprehensively
regulates a wide area of critical
infrastructure.

The Republic of Serbia defines, by law,
critical infrastructure as systems,
networks, facilities, or their parts,
whose interruption or interruption of
delivery of goods or services may have
serious consequences for national
security, human health and lives,
property, environment, public safety,
economic stability, that is, to endanger
the functioning of the Republic of
Serbia.

The Law on Critical Infrastructure of the
Republic of Srpska [8], the Law on

3. 3AKOHCKA PEIYNATUBA O
KPUTUYHOJ
WHOPACTPYKTYPU Y
PEMYBIULUN CPBUIU N Y
PETMOHY

CBe [OpxaBe Cy CBECHe KOMuKO je
3aWTUTa KPUTUYHE WHGPACTPYKTYype
3HavajHa, MenyTUm, ynpKoc
pasnnMynTnmMm cXBaTawnma, FIOCTOjVI
CBECT O Trpynu nuTawa koja cy
3ajegHun4ka, anv noctoju npobnem 36or
HegocTaTka pecypca W HaanexHocTu
[6]. Mo ppxaBama, nponucu ce
pasnukyjy, anM mopajyy ©outn un
ycknahenu. [Npobnem jeaoHe papxase
MOXe OWTHO da yTu4e Ha KpUTUYHY
WHPacTPyKTypy apyre cycegHe
opxase, kao 1 ynanuue EY. MNpobnem
ce jaBrba KoA gpXasa Yy pasBojy 36or
HepgocTaTtka pecypca.

3aKoH O KpUTWUYHOj MHbpacTpykTypu [1]
y Penybnuum Cpbujn Baxm of
HoBembpa 2018. roguHe, kojum ce

ypehyje HaumoHanHa UK eBporncka
KpUTUYHA MHpacTpyKTypa,
naeHTndnkaumja " ogpehusare

KpUTUYHe uHdpacTpyktype Penybnvke
Cpbuije, 3awTuTta KpUTUYHE
NHMPACTPYKTYpE, HagneXHoCT U
OOrOBOPHOCT OpraHa W opraHusauuja y
obracTn Kputu4He MHMPACTPYKType n

uHdopmauuje, n3BelUTaBame,
npyxarke  NoApLIKE  OaflyuYuBakY,
3awTUTa nogaTtaka, ynpaBibake U
Hagsop y obnactu KPUTUYHE
uHdpacTpykrype [1].

M3pagom 3akoHa O  KPUTMYHO]

WHppacTpykTypn ce Ha cBeobyxBaTaH
HauuMH perynvwe Lwupoka obnact
KpUTUYHE UHDPaCTPYKTYpeE.

Peny6nuka Cpbuja 3aKOHOM
AeduHMLLIE KPUTUYHY UHADPaCTPYKTYpY,
Kao cucteme, Mpexe, objekte unu
HbUXOBE  [JEernoBe, UMM MpeKua
byHKUMOHUCaHA UMW NPEKMA, UCMOPYKE
poba OOHOCHO ycrnyra Moxe umaTu
036WUrbHe nocrneguue Ha HauuoHanHy
6e36eHOCT, 34paBrbe U XUBOTE Ibyau,

VUMOBWHY, XUBOTHY cpeavHy,
Oe3begHocT  rpafjaHa,  €KOHOMCKY
cTabunHoct, OHOCHO yrpo3utu
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Critical Infrastructure of the Republic of
Croatia [9] and the Law on
Determination and Protection of Critical
Infrastructure of Montenegro [10],
neighbors of the Republic of Serbia,
have regulated critical infrastructure,
and mutually harmonized their
provisions. The Ministry of each state is
a contact point which, on behalf of the
Government of one state, cooperates
with the competent authorities of other
states and the EU, to exchange
information on critical infrastructures
and implement established activities in
their protection and ensuring
continuous operation.

In order to determine the critical

infrastructure, criteria harmonized with

the criteria of the EU are used, but they
must be formulated unambiguously at
the level of the country and the region.

These criteria include:

- human losses (estimated number of
dead or injured due to disruption of
certain critical infrastructure);

- economic losses (assessed according
to the importance of economic loss or
reduction in the quality of products or
services, including possible
environmental impact);

-impact on the public (assessed
according to the impact on public
confidence, physical suffering and
disruption of daily life, including loss of
basic services).

As the above criteria are harmonized,

so are the sectors. The main sectors of

national critical infrastructure include:
information and communications,
electricity, transport, oil and gas,
banking and finance, water and
emergency services, and government.

The Council of Europe Directive

2008/114/EC identifies sectors and

subsectors, as shown in Table 1 [2].

To protect critical infrastructure, a

security plan is being developed that is

used for risk management. It is a

document that determines  risk

reduction measures, defines
responsibilities and determines duties,
establishes procedures for elimination,

dyHKuMoHucare Penybnuke Cpbuje.

3aKOHOM O KPUTUYHO] UHDPaCTPYKTYpH
Peny6nuke Cpncke [8], 3akoHoM o
KPUTWYHO] UHdpacTpykTypu Penybnuvke
Xpsatcke [9] n 3akoHOM 0 oapehuBamny
W 3aWTUTU KPUTUYHE MHAPaCTPYKType
LipHe Tope [10], cycegn Penybnuke

Cpbuje cy  ypeaunu KPUTUYHY
WHPACTPYKTYpY " mMeRycobHO
ycKnagunm onpenbe 3aKoHa.
MwuHncTtapctBo cBake gpxaBe je

KOHTaKTHa Tayka Koja, y wume Bnape
jeaHe opxxase, capahyje ca HagnexHum
opraHuma papyrmx gpxaesa u EY ca
umMrbeM pasmMeHe uMHdopmaumjia o
KPUTUYHUM WHdpacTpyKTypama 7
cnposoferwa yTBpHEeHnX akTMBHOCTM Y
HUXOBO] 3aWwTMTM U 0be3sbehery
HenpeknaHor yHKLMOHNCaHa.

Oa ©6un ce opgpeguna KpuUTUYHA
WH(ppacTpyKTypa, Kopucte ce
KpUTepujymm ycknaheHn ca

KpuTepujymmma EY, anwu koju mopajy ga

Oyay dopmynucaHu HeaABOCMUCIEHO Y

Ha HWBOY JpxaBe W pernoHa. Tu

KpuTepujymm obyxeartajy:

- rbyacke rybutke (npouewyje ce 6poj
norvHynux unu nospeheHnx 36or
npekvga yHKUMOHNCaha nojeavHe
KPUTUYHE UHAPaCTPYKType),

- eKoHOMCKe Trybutke (npouemwyje ce
npema BaXXHOCTU eKOHOMCKOT rybuTka
UnM cMmarera Keanuteta npovssoga
wnn ycnyra, ykrbydyjyhm  moryhu
YyTULAj Ha XXUBOTHY CPELMHY),

- yTMUaj Ha jaBHOCT (Mpouemwyje ce
npemMa yTvuajly Ha  noBepewe
jaBHOCTH, du3nyke  natke M
HapyllaBake CBaKOOHEBHOI XMBOTA,
YKIbyyyjyhu rybutak OCHOBHMX
ycnyra).

Kao wrto cy HaeegeHu Kkputepujymm

ycknaheHn, Tako Cy W CeKTopu
ycknaheHu. [naBHu cekTopu
HauuoHanHe KpUTUYHE
WHpacTpykType obyxBartajy:
WHpopmauuje 7] KOMYHWKauuje,
eneKkTPUYHY  eHeprujy,  TPaHCnopT,

HadTy u rac, 6aHkapcTBO N PUHaHCKje,
Bogy M cnyxbe 3a xuTHe cny4ajeBe,
Bnagy. Y oksupy dupektuse EBponckor
CaBeta 2008/114/EC oppeheHn cy
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i.e. the consequences of security
threats.

CEeKTOpU W MOACEKTOpW, Kao LWTo je
npukasaHo y Tabenu 1 [2].

3a 3aWwTnUTy KpUTUYHE MHPPACTPYKTYpe
ce npunpema 6e36e4HOCHU NnaH Koju
Ce KOpUCTW 3a ynpaBrbake PU3UKOM.
To je nOKyMeEHT kojum ce yTBphyjy Mepe
CMareHa pu3vika, aeuHmwy
OAroBOPHOCTU W oapehnyjy AyXKHOCTH,
ycnoctaerbajy ce  nocTynuu  3a
oTknawake, OOHOCHO  nocneavua
6e30eJHOCHMX NPEeTHN.

Tabena 1 - NNucta ECI cekTopa [2]
Table 1 - List of ECI sectors [2]

sector

subsector

electricity

- infrastructures and facilities for generation and
transmission of electricity in respect of supply electricity

oil
energy

- oil production, refining, treatment, storage and
transmission by pipelines

- gas production, refining, treatment, storage and
gas transmission by pipelines
- LNG terminals

- road transport
- rail transport

transport |- air transport

- inland waterways transport
- ocean and short-sea shipping and ports

4. LEGISLATION OF CRITICAL
INFRASTRUCTURE IN THE
EUROPEAN UNION

The EU is a group of relatively
developed countries, with organized
and maintained infrastructure  of
settlements, industry, communications,
etc. When it comes to critical
infrastructure, the EU has its definition,
which reads: “Critical infrastructure is
property, system or part of it located in
the territory of a member state and
which is necessary to maintain key
social functions, health, safety, security,
economic or social welfare, the
disruption or destruction of which would
have a significant effect on the Member
State.”

It is known that many roads, railways,
air transport routes and lines, as well as

4. 3AKOHCKA PErYJIATUBA O
KPUTUYHOJ
WHOPACTPYKTYPU Y
EBPOMNCKOJ YHUJU

EY je rpyna penaTvBHO pasBujeHUX
3emMarba, ca ypeheHom 1 ogpxaBaHOM
NHPaCTPYKTYPOM Hacerba,
uHaycTpuje, komyHukauuvja, uta. Kapa

je y nuTamy KpUTUYHA
WHppacTpyktypa, EY wuma  cBojy
gepuHuumjy koja rnacu: ,KputuyHa
WHPaCTpyKTypa npencrtaeiba

WMOBWHY, CUCTEM WNX H-ErOB AE0 KOju
Ce Hanasv Ha TepuTopuju [pxase
ynaHvue W Koju je HeonxogaH 3a

ofpXaBame  KIby4HUX  APYLUTBEHUX
dyHKUuWja, 3OpaBcTBa, 6e3begHocTy,
CUFYPHOCTH, €KOHOMCKOr unu

couuvjanHor ©Onaroctawa, a uunje 6wm
oMeTawe UMM YHULITEHE  MMarno
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a large number of infrastructural energy
plants and energy distribution systems,
as well as trade routes connect a larger
number of EU countries. Therefore,
disruptions of critical infrastructure in
one Member State can affect several
countries and even the whole
system [11].
In order to reduce the vulnerability of
critical infrastructure, the European
Commission  has launched the
European Program on Critical
Infrastructure Protection (EPCIP) with
an emphasis on the identification and
designation of European Critical
Infrastructure (ECI). It is a package of
measures aimed at improving the
protection of critical infrastructure in
Europe, in all Member States and all
important sectors of European activity
[12]. The EU has adopted several legal
acts and directives aimed at protecting
infrastructure [11]. In early 2004, the
European Council initiated work on a
Critical Infrastructure Protection (CIP)
program. They were adopted in the
following years:
- EU Green Paper (2005);
- European  Program  on
Infrastructure Protection (2006);
- Directive 2008/114/EC (2008);
- EU Internal Security Strategy (2010).
The revision of the European Program
for Critical Infrastructure Protection and
Directive 2008/114/EC was done in
2012 [13].
Council Directive 2008/114/EC of 2008
is an integral part of the EPCIP
program. It defines critical
infrastructure, common procedures for
the identification and labeling of ECI, a
common approach to assessing the
need to improve protection, as well as
all risky approaches [13]. The Directive
applies to the energy and transport
sectors but should be considered with
particular reference to the assessment
of the interplay of the sector, besides
everything else, in particular with regard
to the information and communication
technology sector. It also forms the
basis for the next steps in defining

Critical

3HavajaH yTuuaj Ha Apxasy YnaHuuy.”

MosHaTto je pa MHOMM  nyTeBwW,
XenesHuue,  Kopugopu U nNuHUje
Ba3gylwHor caobpahaja, kao u Behu
6poj MHMPaCTPYKTYPHUX €EHEepreTcKmx
nocTpojera " cuctema 3a
ancTpmbyumjy eHepreHara, Te
TproBaykuM kopugopu nosesyjy Behu
6poj ppxaea EY. T[lpema ToMme,
HapyLaBake KPUTUYHE
WH(pacTpykType Yy jeOoHoj 3emibu
yYnaHuue Moxe Aa ce ogpasu Ha BuLle
OpxXaBa, na 4ak 1 Ha ueo cuctem [11].

Ca unrbem fa ce cMarbu YrpoXeHoCT
KpUTUYHEe uHdpacTpykType, EBponcka
Komucuja je nokpeHyna Esponcku
nporpaMm  3a  3aWTUTY  KPUTWUYHE
WH(ppacTpykType (EPCIP) ca
HarmackoM Ha ugeHTudukauuy n
yTBphmBakbe  EBponcke  KpuTuiHe
nHoppactpyktype (ECI). To je naker
Mepa Koju je ycMepeH Ha noborbluarke
3aWTUTE KPUTUYHE MHMPACTPYKType Y
Esponu, y cBum gpxasama ynaHuuama
My CBUM 3HaYyajHUM CcekTopuma

eBponckmx aktmeHocTn [12]. EY je
JOHena HM3 npaBHMX akata wu
OVpekTMBa Cca  UWbem  3awtute

uHdpactpyktype [11]. MNMouyeTkom 2004.

rognHe Esponickn Caset je uHuumpao

pag Ha nporpamy 3alTuTe KpUTUYHE

uHdppactpyktype (CIP). Y HapegHum

rogvHama cy yCBOjeHU:

- EY 3enenun nannp (2005);

- EBponickn  nporpam  3a  3awTuTy
KpUTUYHE nHdpacTpykType (2006);

- Oupektua 2008/114/EC (2008);

- UHTepHa ctpatervja 3awTtute EY
(2010).

PeBusunja EBponckor nporpama 3a

3alUTUTY KPUTMYHE WHGPACTPYKTYpe ”

Oupektuee 2008/114/EC je ypaheHa

2012. roguHe [13].

Oupektna Caseta 2008/114/EC w3

2008. roguHe npencTaBiba CacTaBHU

neo EPCIP nporpama. OHa gedvHuwe

KPUTUYHY MHPPaCTPyKTYypy, 3ajeqHnyKe

npouegype 3a uaeHTUUKauuy wu

o3HavaBanwe ECI, 3ajegHuukn npuctyn

y npouenn notpeba 3a noborbliakem

3alITMTE, Kao U CBE pU3MNYHE NpUCTyne

[12]. OvpekTuBa ce 0AHOCK Ha cekTope
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criteria for critical infrastructure. Annex

Il [2] sets out the steps to be

implemented by the Member State:

- Step 1: Each member state should
apply sectoral criteria in order to
create an initial selection of critical
infrastructure within the sector;

- Step 2: Each Member State should
apply the definition of critical
infrastructure to  potential critical
transport  infrastructures  identified
after step 1. For infrastructures used
to provide basic services, the
availability of alternative infrastructure
should be taken into account, as well
as the duration of service
outages/establishment;
Step 3: Each member state should
apply the cross-border element for
defining ECI to potential ECIs that
have passed the first two steps of this
procedure. For a potential ECI that
meets the definition, the next step of
the procedure applies. For
infrastructures used to provide basic
services, the availability of alternative
infrastructure should be taken into
account, as well as the duration of
interruption/establishment of service;
Step 4. Each Member State should
apply the cross-criteria  for the
remaining ECIs. The cross-criterion
should take into account the severity
of the attack, and for infrastructures
used to provide basic services, the
availability of alternative infrastructure
should be taken into account, as well
as the duration of interruption/
establishment of service [13, 7].
According to the EU, the protection of
critical infrastructure is the ability to
prepare, mitigate, react and recover,
i.e.all related to disruption or
destruction of critical infrastructure. In
order to avoid the destruction of critical
infrastructure, a risk assessment is
performed, the aim of which is to
protect critical infrastructure or to
mitigate the consequences of a harmful
event using various  proposed
measures or preventive investments for
these purposes.

eHepreTuke 1 caobpahaja, anu Tpeba
je pasmoTpuTiM ca noceGHUM OCBPTOM
Ha npoueHy wMehyyTuuaja cekTopa,
nopeq octarnor, nocebHo y ogHocy Ha
cekTop NMHAOPMaLNOHNX "
KOMYHMKaUWOHNX TexHonoruja. Takohe
npeactaBrba OCHOBY 3a  HapegHe
Kopake NpUIMKoM nedvHucama
KpuTepujyma 3a KPUTUYHY
nHppacTpykTypy. Y Anekcy Il [2] ce
Hanase kopauu Koje gpXaBa unaHuiua
Tpeba na peanuayje:

- Kopak 1: Ceaka pgpxaBa u4naHuua
Tpeba Oa MNpUMEHUM  CeKTopcke
KpUTEPUjyME Ca UWBEM Kpeupama
WHMUMjanHe  cenekuuje  KpuTudHe
WMHPaCTPYKTYpE Y OKBMPY CEKTOPA;

- Kopak 2: Ceaka pgpxaBa 4naHuua
Tpeba pa npuMmeHn AeduHULMjY
KPUTUYHE WHdpacTpyKType Ha
NoTEHUMjanHoO KpUTMYHY caobpahajHy
WHAPACTPYKTYpY  MOEHTUUKOBaHY
HakoH kopaka 1. 3a uHdPacTPyKTypy
Koja Cce KOpuUCTM 3a Mpyxawe
OCHOBHMX ycnyra, y o63up Tpeba
y3eTM  OOCTYMHOCT  antepHaTVBHe
WHAPACTPYKTYype, Kao W Tpajawe
npekvaalycnoctaBrbaka ycnyre;
Kopak 3: Ceaka pgpxaBa 4naHuua
Tpeba [a NpUMEHM NpPEeKOrpaHUyHN
enemMeHT 3a pgeduHucawe ECI Ha
noteHumjanHe ECI koje cy npouwrne
npea ABa Kopaka oBe npoueaype. 3a
noteHumjanHy ECI koja 3agoBorbaBa
nedvHMUMjy npumemnsyje ce criegehm
Kopak npoueaype. 3a
WHAPACTPYKTYpPy Koja Ce KOpUCTY 3a
npyxawe OCHOBHMX ycryra, y 063vp
Tpeba y3eTtn OOCTYMHOCT
anTepHaTuBHe WMHAPAaCTPYKType, Kao
W Tpajawe npekmaal/ycrnoctaBrbara
ycnyre;

Kopak 4: Ceaka pgpxaBa 4naHuua
Tpeba HJa  nNpUMMEHM  YHaKpCHe
KpuTepujyme 3a npeoctane ECI.
YHakpcHu KpuTepujym Tpeba na ysme
y 0063vMp 030MrbHOCT Hanaga, a 3a
WH(PACTPYKTYpPY Koja ce KOpuUCTu 3a
npyxake OCHOBHWX ycryra, y 063up
Tpeba y3eTn OOCTYNHOCT
anTepHaTuBHe WHQPACTPYKType, Kao
M Tpajawe npekmaal/ycnocTaBrbarka
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5. CONCLUSION

With the rise of technology, the security
of the critical infrastructure is growing,
but there is a misuse of technology and
attacks on sectors. Such dangers lead
states to consider their national security
strategies. The  state needs to
concentrate, not only on defending
against imminent dangerous or criminal
attacks but to focus on the preventive
security measures necessary to protect
critical infrastructure. Critical
infrastructure security is a key issue of
modern national security, as critical
infrastructure is the basis for community
survival.

Passing the Law on  Critical
Infrastructure brings together a wide
range of sectors that include critical
infrastructure and provide guidelines for
its protection. The Law on Critical
Infrastructure of the Republic of Serbia,
as well as the countries in the region, is
in line with European Council Directive
2008/114/EC, so that they have a
common goal, which is to prevent the
creation of conditions that may lead to
the failure of certain infrastructure due
to accidents or any kind of attack.
Within the Law on Critical
Infrastructure, there is a section that
covers the procedures to deal with the
protection of ECI in each country. ECI
on the territory of the Republic of Serbia

yenyre [13, 7].

Mpema EY  3awtuta  KpuTWYHE
nHdpacTpykType jecte cnocobHocT aa
ce npunpemu, ybnaxwu, pearyje u
onopaBu, Tj. CBe Yy Be3an ca
nopemehajem unu YHULLTEHEM
KpUTMYHe MHpacTpykType. [a He 6u
Jowno Ao yHuWwTewa  KpUTUYHE
WH(pacTpyKType, BpLUKM Cce npoueHa
puvsMKa 4vjM uuIb jecte Aa 3awTutu
KPUTUYHY  MHpacTpykTypy unu aa
ybnaxu nocneguue wrteTtHor gorahaja
nomohy pasnuunTux npegrora Mepa
UNW MPEBEHTMBHMX yraraka Yy OBe
cBpxe.

5. 3AKIbYYAK

Ca pasBojem TexHonorvje pacte
6e3begHocCT KpUTNYHE
UHdpacTpykType, mehyTum gonasu go
3noynoTtpebe TexHonornje n Hanaga Ha
cektope. TakBe omnacHOCTM HaBoge
Opxase na pasmoTpe cBoje
HaunoHarnHe ctpaternje 6e3begHocTy.
MotpebHO je pa ce [Jpxasa
KOHLEHTpMLLE, He camo Ha oabpaHy of
HenocpeaHnx onacHocT unm
KpMMUWHarnHor Harnaga, Hero pjga ce
ycpecpeaM Ha MNpeBEHTMBHE Mepe
6e3begHOCTM KOjy Cy HeomnxogHe 3a
3alWTUTY KPUTWYHE UMHpacTpyKType.
CWrypHOCT KpUTUYHE WMHMPACTPYKType
je  KIbyyHO nuTake  CaBpeMEHe
HauuoHanHe 6esbegHocTn, jep je
KpUTWYHa MHAPaCTPyKTypa OCHOBa 3a
oncTaHak 3ajeqHuLe.

OoHowewem 3akoHa O  KPUTWMYHO]
WH(PACTPYKTYpU 00jeaurseH je LMpoK
crnektap cektopa koje obyxsaTa
KPUTMYHA UWHpacTpykTypa W Adaje
CMEpHMLE 3a HEHY 3alITUTYy. 3aKOoH O
KPUTUYHO] UHGpacTpyKTypu Penybnvke
Cpbuvje, kao u apxaBa y PErvoHy je y
ycknaheH ca [dupektnsom EBponckor
CaBeta 2008/114/EC, Ha Taj Ha4uH ga
UMajy 3ajeQHNYKN LnIb, KOju ce OJHOCU
Ha TO Ja ce Crpeyun cTBapake ycrnosa
KOju MOry [OOBECTU [0 OTkasvBaha
ogpeheHe  UMHpacTpykType ycnea
Hecpehe unu 6uno koje BpcTe Hanaga.
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is protected in the same way as the
critical infrastructure of the Republic of
Serbia, except when EU regulations
reguate otherwise.

There is no functioning and progress of
the state without the possession of the
necessary infrastructure and the
necessary effective protection of its
critical infrastructure.

Y okBMpy 3akoHa O  KPUTUYHO]
WHMPACTPYKTYpPU Hanasun ce u Aeo Koju
obyxsata npouegype nocTynawa Yy
ogHocy Ha 3awtuty ECI y cBakoj
opxasn. EClI ce Ha Teputopuju
Peny6nvke Cpbuje wWTUTM Ha WUCTU
HauvH Kao " KpUTUYHA
uHdppacTpyktypa Penybnvke Cpbuje,
ocum kaga je nponucuma EY ypeheHo

apyrauvje.

Hema dyHKUMOHMCaAkaA W HanpeTka
apxaBe 6e3 nocegoBaka HeonxogHe
WHPaCTPYKType " notpeGHe
epukacHe 3awWwTUTE HEHE KPUTUYHE

WH(pacTpyKType.
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